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EASE OF USE AND CRYPTOGRAPHY: A POWERFUL MIX, BUT HARD TO ESTABLISH 

Beginning in early 2009, a consortium of NRENs consisting of HEAnet in Ireland, UNINETT in Norway, and 
AARNet in Australia, later joined by BelNet and SURFnet, has been developing large file transfer software 
called FileSender. The software resides in the open source domain under a BSD license. The design goal of the 
software is to enable very large files to be safely, quickly and securely transferred between researchers – files 
which would for example get rejected as too big by email systems. The software is now underpinning a service 
offering at 20+ NRENs, and uptake is surprisingly quick and still on the increase – even just the sites at 
SURFnet and AARNet combined yield 4000+ recurring users. 

This healthy uptake presents an interesting intersection of opportunities: 

a) a large userbase that regularly uses our tools to take care of a vital bit of their workflow: sending 
research data 

b) a growing proportion of those users becoming increasingly concerned about security and assertion of 
origin of their datasets and article drafts. These are non-technical users; the default NREN answer of “simply 
install GnuPG” or similar has proven over the years to be woefully inadequate to cater for this need. 

c) the installation-less operation, firewall-friendly protocol behaviour, and provisionless, (federated) 
authorization of FileSender, which makes it much easier to roll out and scale up new software capabilities than 
it would be if it were an application to be rolled out as part of an institutional SOE (Standard Operating 
Environment) deployment 

 

This convergence of opportunities has prompted us to commence work on install-free browser-based plugin 
modules for FileSender, one that handles on-the-fly encryption, and another that handles cryptographic 
timestamping. A user who is interested in testing out the capabilities offered by these plugins can do so 
straight away from the main FileSender interface; no further installation is needed. This talk explores use 
cases, development and caveats, and a few case studies. 

 

FILESENDER AND THE ENCRYPTION AND TIMESTAMPING PLUGINS IN MORE DETAIL  

Having built a ubiquitously available data sharing system with FileSender, we’ve also given ourselves a new 
challenge; with the ability to share previously unshared data come two new challenges: #1 confidentiality and 
#2 assertion of origin. 

Requirement #1: confidentiality 

Meeting the confidentiality requirement translates to assuring that the system shall only allow intended 
recipients to access data that is shared. There are several ways to build in such assurance, all with varying 
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degrees of complexity and levels of security. In any case, “just trusting the network to be secure” tends not to 
be sufficient and extra measures need to be taken in software. There are even cases where legislation simply 
demands the use of further assurance; an oft-quoted use case in that respect is the sharing of patient-
identifiable medical data. In such environments the data sharing platform cannot be used unless it offers end-
to-end encryption. Once could be excused for thinking that this problem has been solved, what with the 
existence of toolkits such as TrueCrypt, GPG/PGP or even elaborate PKI-based solutions; the reality at the 
coalface is that these solutions have generally proven to be too complex for the average user. FileSender will 
need to be packaged with its own integrated solution to address confidentialiy.. 

For this purpose, we are investigating methods to encrypt a file in-browser before it is uploaded to a server 
using a form post, and to do so without depending on 3rd party plugins or software. Thus, we can ensure the 
file is encrypted before transmission commences, and by extension that the file will reside on the sharing 
platform in its inaccessible, encrypted state. Provided key distribution is executed correctly, only the intended 
recipient will be able to decrypt and access the file, satisfying the requirement for confidentiality. 

This method is easy to implement in a existing form upload setup, a minimal amount of HTML editing is 
required. The method uses the Stanford Javascript Crypto Library for encryption, and recent HTML5 
specifications like the FileAPI for file manipulation and webworkers. Since the HTML5 specifications are still a 
work in progress, we cannot guarantee that all browsers support all required operations; at the moment, we 
have verified that current releases of Firefox and Google Chrome interoperate with our encryption extension. 
Early measurements showed the resultant platform capable of uploading while encrypting on the fly at a speed 
of around 1.5 MB/s on a run of the mill retail computer. 

This first part of the presentation will give an overiew of our findings using this method in FileSender and will 
discuss the pros and cons with a focus on key distribution, browser limitations and applicability in various 
settings. 

 

Requirement #2: Assertion of Origin 

Most of the data that FileSender targets for transfer services was previously too big to move, and as a 
consequence it tended to stay within the confines of the institute, often physically on the researcher’s desktop, 
or at least under exclusive digital ownership of the original owner. With the newly acquired ability to move 
and share the data comes a notion of loss-of-control; by default, no digital safeguards exist to prevent data 
recipients from engaging in academic plagiarism. An example of such data-based plagiarism is the 
appropriation of the data as the recipient’s original work, or the post-haste editing by the recipient of an 
abstract based on or prompted by the received data but not actually quoting these data, in order to pre-empt 
higher ranking publications by the original author / data owner. 

Academic plagiarism is a complex matter, with interlinking technical, ethical and behavioural aspects to it; no 
pure technical solution can hope to address the entire phenomenon. This does not absolve us from the 
obligation to address what aspects of the problem we can address in FileSender; some tools can be built-in to 
the file transfer solution that will give at least a digital handhold for the data owner to base subsequent 
provenance and/or precedence claims on. The most common toolkit applied to this problem space is that of 
cryptographic timestamping. This abstract will not concern itself with the intricacies of time stamping per se; 
for reference, please consult the Wikipedia article on trusted timestamping. 

DIISRTE (Department of Industry, Innovation, Science, Research and Tertiary Education), run a 
cryptographic timestamping service which they make available to other government departments through a 
set of SOAP-based APIs. The service is called “VANguard”. VANguard has been audited and vetted within the 
context of Australian law. While no court cases have been filed using VANguard timestamps as evidence, the 
expectation is they would hold up as evidence. 

We are currently building extensions both to the FileSender GUI as well as the messaging backend, so that 
FileSender can present a timestamping workflow to end users (at its simplest this would be a button that reads 
“timestamp this file”; we intend to investigate a handful of GUI presentation options), subsequently craft and 
send a SOAP formatted rfc3161 timestamp request to the VANguard service, and finally present the user with 
the combined result of [original file] + [associated timestamp]. As it is vitally important that original file and 
associated timestamp are kept together, we will investigate file presentation formats; among the options to be 
investigated are a) bundling up the pair in a zip file and b) linking both files in the FileSender database 
backend and making them available as a single on-demand download query. 

This second part of the presentation will focus on user aspects: GUI presentation, user training, compliance 
and file retention discipline in selected use cases; user expectations and uptake rates. 
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