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INTRODUCTION
As automated data collection has become more commonplace (e.g. through industrial and environmental sensors and
sensor networks), the volume of data produced has risen exponentially. In order for this data to be shared and re-used, it
is crucial that automated techniques for the assessment of data quality are also developed. Such techniques have begun to
appear in the literature in recent years [1, 2], combining data statistics and domain expertise to produce data quality flags
or estimates of uncertainty.
Where the quality of data is assessed by the organisation responsible for collecting the data, these approaches are
relatively easy to implement. However, in many circumstances, it is unavoidable that users will have to sometimes use
data provided by a third party. Therefore, knowledge of how data quality is assessed is critical for users to decide if data
is trustworthy and fit-for-purpose. In this paper we discuss how data provenance can enable proper assessement of an
automated quality control process.

AUTOMATED DATA QUALITY CONTROL
Automated quality control systems for streaming data take a number of inputs based on either domain expertise or data
statistics, and estimate a quality metric for the data. Examples of domain expertise inputs in a marine environment
include the expected time taken for a particular sensor’s output to degrade due to algal growth (biofouling), and the
accuracy of a particular sensor once calibrated. Examples of data statistic inputs include the rate of change of the sensor
output, and correlations between the output of a sensor and other sensors nearby. The automated data QC process
typically outputs a data flag (e.g. good, probably good, bad) and/or an interval estimate (error bar). However, details off
the whole QC process is generally not stored and therefore, cannot be queried. In the case of third party sensor data,
domain expertise may not be available, reducing the possibility of an accurate quality assessment.

PROVENANCE
Provenance is a very broad topic that has many meanings in different contexts. The W3C Provenance Incubator Group
defines provenance as follows: Provenance of a resource is a record that describes entities and processes involved in
producing and delivering or otherwise influencing that resource. Provenance provides a critical foundation for assessing
authenticity, enabling trust, and allowing reproducibility [3].

INTEGRATING PROVENANCE INTO AUTOMATED DATA QUALITY ASSESSMENT
In this work, we describe a provenance-aware framework that provides tracebility for an automated data quality control
process. This allows users to make appropriate decisions on the trustworthiness and fitness for purpose of the data by
better understanding sensor readings and associated quality flags and/or the estimates of uncertainty.
This is achieved by tracking the information life cycle of data and making it accessible to users. Therefore, a provenance
information model needs to be designed to capture relevant information. We analyze the automated data quality control
process and identify some key concepts that need to be accounted for in the information model:
Sensor Reading: a sensor observation paired with its timestamp;
Sensor Description: name, type, model, location measurement range, measurement accuracy and measurement
resolution, calibration history and maintenance history etc. Such a description can be captured in the information
model to assess the quality limits of a particular sensor series;
• Automated Quality Control Process: the methods used to pre-process the data and provide an estimate of the
data quality.
• Quality Process Parameters: the set of parameters used to assess the quality of data within the quality control
process. These parameters are associated with the assessment criteria (i.e. series gradient, correlation with
neighouring sensors) and can take the form of thresholds, probability distributions and/or membership functions.
It is particularly important to capture the parameters of the flag-based methods in order to interpret the flag
meaning (i.e. what does a good quality flag or poor quality flag actually mean?);
• Data Quality Indicators: the assessments generated by the quality control methods include quality flags and/or
the estimates of uncertainty. These indicators are captured in the information model to represent the sensor
reading uncertainty;
Identification of the key concepts involvd in the automated data quality control process allows the design of a provenance
information model that captures not only the data, but also the lineage relationships of the data.
•
•
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We encode provenance by using the Web Ontology Language (OWL) for its well-defined formal semantics, which not
only enables complex provenance modelling, but also facilitates provenance reasoning. To leverage existing provenance
work, we extend the Open Provenance Model (OPM) for provenance representation. Domain models are also required
that describe the domain knowledge, such as sensor descriptions/metadata and data quality assurance and control
processes. We store provenance as RDF triples, which allows us to query provenance using SPARQL. Given the limited
space, the model design will be discussed in future papers.
Based on the provenance model designed, next we present the Provenance-Aware Automated Quality Control
Framework that provides provenance harvesting throughout the information life cycle, storing and querying capabilities
for sensor reading and its uncertainties.

Figure 1: Provenance-Aware Automatic Quality Control Framework
Figure 1 shows the framework. The information life cycle of the automatic quality control process (from left to right) is
presented at the top layer. The three grey boxes represent the high-level components involved. For each component, it
includes the required input, control method, algorithm and output.
In the middle layer, the Provenance Harvest Service collects the provenance generated by the QC process and uses the
Data Conversion Service to put the data into the Provenance Storage based on the provenance model developed. The
Provenance Model enables the meaning of the data collected to be understood and the relationships among the data to be
managed. The Proveance Query Service retrieves provenance from the Provenance Storage to answer the query received
from the Provenance Application layer.
At the Provenance Application layer, the Fuzzy Set QC component needs to retrieve a sensor’s calibration history and
maintenance history, which is part of provenance captured through sensor description, to calcuate the sensor degradation
time. Various other applications and visualization methods could be developed based on the user requirement to enable
users to extract required information and discover if the data is trustworthy and fit-for-purpose.

CONCLUSIONS / FUTURE WORK
In this paper, we discuss the benefits of providing traceability of quality control process and present a generic
provenance-aware framework. A detailed provenance model and semantic-based system will be implemented and
presented in future. Furthermore, we will investigate how to use rich provenance to improve the automated QC process.
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